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1 Testcases

1.1 Environment configuration

1.1.1 PostGIS connection setup

Function: establish a connection to PostGIS database from QGIS Desktop using given credentials.
Check read/write permissions.

Result: passed

QAuthentication X
Name Paolc Menegazzo Id Gepe... B

Resource Optional URL resource ‘ ‘

Basic authentication v | Clear

Username !paoln.menegazzo ‘ '

Password |esessess| | Show

Realm :Optional ‘

Note: Saving writes directly to authentication database

@| \Sai Cancel 3

QCreaEe a New PostGIS Connection x

i[OI [,) Cennection to SDI was successful. 0
Connection [nformation

| Name 501

|
Service ‘
Host  10.0.28.10 |
|
|
\

" Port 5432
Database sdi

SSL mode allow -
, Authentication

Conflgurations Basic

Choaose or create an authentication configuration
Paclo Meneqgazzo {Basic) hd ‘y IEI‘ E\-}]—J

Configurations store encrypted credentials in the QGIS authentication database.

| Test Connection

| | Only show layers in the layer registries

| Don't resolve type of unrestricted columns (GEOMETRY)
| Only look in the 'public' schema
L Also list tables with no geometry
| Use estimated table metadata

Allow saving/loading QGIS prajects in the database

W. ‘Canoel ?Ip
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G *Untitled Project — OGIS - 3 ®
Praject Edit iew Layer Setinge Bluging Vector [aster Datahace Wieb Mesh Progessing Help

CEARRY GELBPL 2, GsLNOR QEH¥E:
BCVAMBE @R L/

Brawsar . = Processing Tealbox ue
navTHe “ Lan
- 5ol = * = | G semen
» £ deap_port Lo b Recen Uy wsed
¥ =) deap_sic v G Cartagraphy
= dem beni b (3 Database
» = dem_cenc b File tocls
» = dpf_gare v Qops
s v @ nlerpalation
b G Layertools
» ¥ G Mezh
»E ¥ (2 Matyaork analysis
= v QA
] dpes et 7 y ) o ¥ G aster analysis
~ Sl clpes sva | D g Wi » G Raster creaticn
b sisnsv allineamenta ol -~ @ ¥ (3 Rastertamain anslysis
v sisr fari 3 - { » (Q Rastertocls
v 2T s meds (0] v G vector analysi
b 2] s tralf G actor creaticn
» = dpss urb b (G vector general
¥ = drec_amb " ) b G viector geometry
» H deecapr - Q W + (@ viector cuerlay
o = D ] { : g\vmm st lian
P vecor akle
: E b @ Vectortiles
|+ sisnay made » oh GDAL
R \J;m...._._r.n _ v @ GRASS
| Tl eanali_baeini v @Ok
» B3 QMEATS - Qgis Newi..
b & saca
Q, Typeto locate (1K) (= Coordinalc| 3030601 5030160 B Soalc 11100000 | G Magnifer 100% |3 Romtion 0,0% %] Ronder BEPSGEST6 @

1.1.2 Geoserver WMS connection setup

Function: establish a connection to Geoserver WMS service from QGIS Desktop.
Result: passed

Q Create a Mew WMS WMTS Connection x

Connection Details

Name |sdi

URL kb 10.0.28. 108080/ geoserverfadspiwms
Authentication

Configurations Basic
Choose or create an authentlcation configuration

Mo Authentication 7 @

Configurations stare encryprad credentials in the QGLS authentication database.

HTTP

Referar
WMS/WMTS Options

DPI-Mode all A
Tgnore Gettlap/GetTile/Getl egendGraphic URT reported in capabilities
Ianore GetFeaturelnfo URT reported in capabilities
Ignore axis orientation (WHMS 1.3MWMTS)
Ignore reported layer extents
Tnwert axis orientation

| Smeoth pixmap transform

ok | Cancel | Help

European Regional Development Fund 4
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(X Untitled Project — QGIS - ] ®
Project Edit Miew Layer Settings Plugins Vector Raster Database Web Mesh Progcessing Help

LeBRRY QU@L PP LatMmo
MV AMBIM| A/ BRR-BE =3

Browser ax Toalbax o
O2vie ; X BAITH A
v = sdi ~ B 5 : : g ; y 3 Q Search...
= () ADSPMAS Weh Map Service ; ; ; » (U Recently used
& batimetrie G Cartagraphy
@ cartografia_ratastale (3 Database
& orteforo2021 @ File tools
» = et Qaprs
FHH vector Tiles @ Interpelation

G2 Layer tocls
@ Mesh
@ Network analysis

(7 WFS / OGT API - Features @ Plots
i ArcGIS REST Servers - ) Raster analysis
Layers . (3 Raster craalion
o B F L v B AL ) Raster terrain analysis
- : ¥ Raster tools
~ o " cartografia catastale

() Vectar analysis
G} Vectar craation
(@ Vectar genaral
@ Vectar geometry
@ Vectar averlay
@ Vector selection
@ vectar table

G2 vectar tiles

& saca

& y -
= . ) ol SR / £ :
| & Typeto locate (Cirl+K) 1 legend entries remaved. tlon 0,0° 3 v/ Render SEPSG:6876 @
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1.1.3 Geoserver WCS connection setup

Function: establish a connection to Geoserver WCS service from QGIS Desktop.
Result: passed

QCreate a Mew WCS Connection X
Connection Details
Mame |9di ‘
URL  fhttp://10.0.28.10:8080/geoserver/owsersian=1.0.0 \
Authentication

Configurations Basic

Chaose or create an authentication configuration
No Authentication v | I%I

Configurations stare encrypted credentials in the QGIS authentication database.

WCS Options
r Ignore GetCoverage URI reported in capabilities
| Ignore axis orientation
|_ Ignore reparted layer extents
| Invert axis orientation
|— Smooth pixmap transform

@ *Untitled Praject — QGIS - o X
Project Edit View Layer Settings Plugins Vector Raster Database Web Mesh Progessing Help

DERRY OPPLHRPPPLANBEGEINOR & Ly B 6 Ry
BeVeswB Y ~/ 0 . B b REERE @ QAR A

Browser X Processing Toolbox L1}
LRYte RO TIX
v & wcs i Q Search...
v = sdi » (O Recently used
€53 A sample ArcGrid file » Q cartography
€3 bat_single » (@ Database
%’ batimetrie » @ File tools
3 batimetrie hillshade > @aps
dtm » @ Interpalation
@ mosaic > @ Layer tools
€3 North America sample imagery > @ Mesh
€3 Pk50095 A > @ Network analysis
3 rasters = » @Plots
< = > » @ Raster analysis
Layers - » @ Raster creation

» (Q Raster terrain analysis
| » XRaster tools

> @ vector analysis.

» (@ Vector creation

» @ Vector general

> @ vector geometry

» @ Vector overlay

> @ Vector selection

> @ Vector table

> @ Vector tiles

> & GDAL

> @ GRASS

> ébore

> 33 QNEAT3 - Qgis Netw...
> & sAGA

SE*FICRAD
V[ batimetrie

Q Type to lacate (Ctri+K) 1 legend entries removed. Coordinate| 2305003,4 5037094,4 Y Scale 16181 v (@ Magnifier 100% |+ Rofation 0,0° =|/| Render ©EPSG:3004 @
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1.2 Vector data access

1.2.1 Layer visualization
Function: load and visualize vector layer in QGIS Desktop from PostGIS. Check default symbology.

Result: passed

(& *Untitled Project — QGIS

Prajact Edit View Layer Settings Plugins Vectar Raster Database Weh Mesh Procescing Help

LDeEmEmE O

G- E-&-5-5

FalLMGs aBEEE S -=-)

BEsl P

B QaQR Aan =

|EVIAmE 5 B
Browser an : '. Processing Toolbox s
BETHo 1 N\ ‘ \\ WAmI T

~ E5 dpss urb - s - \\\\ Q search
P2 ambi uale — : \\\ » (D) Racently used
» (area rilievo df H | » 2 cCartography
» CJareesic H b G Database
» Haree_2ps J _E » GXFile tocls
b (P eatasto_acque H » QXGPS
¥ (9 catasto_strade i H b @ Interpolation
» Ccataste_terreni : b G Layer tools
» (2 conterminaziane B . b G Mesh
» (2 perimetro_piani_settore = K » @ Network analysis
» 2 qgis_projects - . » @ Plots
I s 1 SRR B » G Raster analysis
T o ] » (G Raster creation
o % %G BE L H = » G Raster terrain analysis
e » Y Raster tools
VL. jambito partuale » G vector analysis
:{ _|‘“““L“r"m » Q Vector creation
_|catasto strade \ » G vector
general
V[ |catasta_acque » @ vector geometry
+ G Vector overlay
/ b (& vector selection
b (G vector table
» G Vector tiles
b GDAL
» G GRASS
v @hote
» 5% QNEATS - Ogis Metw..
[ b & saca
T i |

. \
Coordinale| 3016575 5033551 [ Scale 1:27986 = @ Magnifier100% 3 Rofation 0,0° |/ Render @EPSG:6876 @

Q. Type to locate (Ciri+k)
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1.2.2 Layer import

Function: load vector layer from QGIS Desktop to PostGlIS.
Result: passed

@ *Untitled Preject — QGIS o *
Praject Mew Layer Seitings Plugins Vecior Raster Dalabase Web Mesh Processing Help
ImERRY O@LRIPrLALRe LHOR AHFIE = o H-a-Rr%
WEVEZ s BR L4 fR-E T e i =9 Hqa guggy @ QB 2w B ¥
Browser Ll . Pracessing Tooloox LL
QeT®e “\‘ A0 F Y
v [ dpes_com [a] g | search
» [ dpss it ey v () Recmntly used
= = dpzs_stra . » G cartography
» 3/ sienav_allineamenta . » () Database
¥ sisnav_fari ™~ v 3 File tocls
0 sisnav_mede ~ r Qars
» = dpss_tralf » G imerpolation
» 5 dpes_uib » G Loyertools
» B dtec.amb » @ Mesh
* = dtec_apr b3 Netwark analysis
v 5 diec_can - Qimpert to PonGIS dat.. X » G Plos
[ - » » G Raster analysis
e - @ e ! Qe e
SIS DR o] Qo
¥~ allincamenti . + G Vector analysis
~—— » Q) Vector creation
T + (3 Vector general
» 2 vector geametry
v Q) Vector overlay
v
>
»
.
>
>
»
.

| Tapgles the editing state of the current layer

Q Type 1o locate (Gl K)

European Regional Development Fund

Coorinace 3016720 5016706 W Scalel 11169080~ | G Magnifier 100%

Q@ Vector selection

@ vector table

@ Vector tiles

i GDAL

& GRASS

€bors

7 QNEATA - Qgis Netw..
& sacn

< Gatetion 0,0° 5|V Render @EPSG:oRT6 @
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1.2.3 Layer editing

Function: load vector layer from QGIS Desktop to PostGlS.
Result: passed

Q *Untitled Project — 0G'S - o x
Praject Ecit Miew Layer Settings Plugins Vector Raster Database Web Mesh Progessing Help o . - .
DEEBRS OPSLHP0 2 GebNORY GEMIO -=-I8% Bre- G5
BEVIABE B LB B QOR ey B W

Browser o PR 7 A TR e Processing Teolbox ¢

Heyte Ja¥ A2 5 X
» 3 mapinfo L | Q seardh...
* B public | » {1 Recently used

SAP HANA

I mssal S
@ aracle
> G WMSWMTS . o g X
[ vector Tiles B Ba B &ENEKTASD H »
. - . ; 1228 e edits ctries; | ~ | Update Al | upate siescted
Swcs L TR P ] tpo)
OFIWFS £ OGC AP - Features . % ! 1/VERDE
) ArcGIS REST Senvers ~ ;
2VERDE
Lovers A2 ‘ , S y
AR BAL b Fhy 3VERDE
v E:Eamblb_pomnle i
V. # sisnav_mede AVERDE

v V/ I OpenStreetMap SVEROE

sivmoﬁ

7VIRDL

BVERDE

9 VERDE

10 VERDE
’Eshowl\l Featuras,y

Coordinile 3021695 5035010 B Scrle 1:1500 v g Mogrifier 100% | 3 Rotation 0,0 ©

» Q) Cantography
» Q) patahase

» G File tools

> @ars

» @ Interpolation
» Q) Layer tools
> Q Mesh

> Q Netwark analysis

> @Plots
¥ Raster analysis

| » Q) Raster creation

> G Rasler terrain analysis
> @ Raster tools

» Q@ Vector analysis

» G Vector creztion

¥ Qvector general

> Q veclor yeomely

> Q@ vector overlay

> ( Vector selection

» @ Vectortable

» Q vectortiles

» i GDAL

> GRASS

» Ebote

» B3 anzaT3 - agis Netwo...
» &saca

3| Rendor ®EPSG:6876 @
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1.3 Web interoperability
1.3.1 WAMS layer visualization

Function: load and visualize WMS layer in QGIS Desktop from Geoserver.
Result: passed

@ *Untitled Project — QGIS - o x
Project Edlit View Layer Settings Plugins Vecter Raster Database Web Mesh Processing Help

DEEGRRY eI PRLRLLaGNCR &S I-=-3J0- H-a-H-%
BEVAMB R K/ n-ZEeslos mgme gqagrgy @ QAR Aca» B ¥

Browser Procassing Tealbax AL
[PR~h & ] HAT2 B A
v < sdi o = Q Searct..
v £ ADSPLIAS Web Map Service » (U Recently used
batimetrie » @ Cartography
G cartagrafia_catastale » @ Database
@ ortototoz021 > QFile tools
b= et » Qaps
B vector Tiles » @ Interpolation
> EEERVZ Tilos > Q) Layer ook
» Bwcs | » @ Mesh
&FWFS 7 OGC APl Featurcs “al > Q Nevwork analysis
7 AICGIS REST Servers ¥ > @plots
22 GeoNade - » QX Raster analysis
s o » ( Raster creation
PRES T ¥ Q Raster terrain analysis
= » @ Raster tools
. % ﬁl’“{"‘“’!' » @ Vector analysis
batimetrie » @ vector creation
» Q) Vector general
> @ vector gromeliy
» @ Vector overlay
» QY veetor seloction
» @ Vectortable
» QY vectortiles
» B GDAL
> @ GRASS
» gbark
» 53 ONEATS - Qgis Netwo...
> & saca
Qigenloatehky  Coorcinate 2308 050345004 W Scale 12411 v @ Magrfler 100 |3 Kotation 0,0° 3| Render SEPSGIS004 @

European Regional Development Fund 10



It interrey
( Italy - Croatia

Dig Logs EUROPEAN UNION

1.4 Raster data access
1.4.1 WCS layer visualization

Function: load and visualize WCS layer in QGIS Desktop from Geoserver.
Result: passed

(R *Untitled Project — QGIS - & x
Projecl Cdit Miew Loyer Sellings Plugins Mecler Rasler Dalabase Web Mesh Progessing Help

NzBERE 2Rl PP iLaLNCR ERE I -m-alo- -5
BEVARE R & - EE B e mE qEggy B QBR - B W

Browser «» [t g Processing Teolbox =
UeT20 7 ' A KN
- @wcs Q search...
P = geaserver_ > U Recently used
v = sdi Q Cantagraphy
€53 A cample ArcGrid file Q) Datahase
£83 bat_single Q@ File tools
Qars
€53 batimetiie hillshade Q@ Interpalation
g it Q@ Layer taols
masaic @ Mesh
€23 North America sampla imageny @ Netwark analysi
€23 Pk50095 Q@ Plats
£33 rasters Q Raster analysis
Layers - i (Q Raster creation

Q@ Raster terrain analysis
(@ Raster tools

@ Vector analysis

Q@ Vector creation

(@ Vector general

Q@ Vector geometry

Q@ Vector overlay

Q Vector selction

Q Vector table

Q Vector tiles

» i GDAL

> P GRASS

» ebore

» 53 0NzATS - Ggis Netwo...
» &saca

AT AR
» + B batimetrie isobate
» o ¥ batimetrie

vyvyvvvvvvvvvyvyvyvyvyvyvyvyvYyvy

R4
. &51 ]
| Q Tvze = lozate it tk) Coorcinale 2311223,7 5023336, 85 Scale 1:4182 v (@ Mogrifier 100% | 3 Rotation 0,0° 5|/ Render SEPSG:3004 @
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1.4.2 WCS layer processing
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Function: load and process WCS data in QGIS Desktop from Geoserver.

Result: passed

G *Untithe] Presject — QGIS
Mroject Edit Misw Leyer Setdngs [lugins “ectgr Raster Datsbaze Web Mssh Progessing Help
NeLLNPPRPRALEE LIOR 6EEE T -m-Hh-
<l Q‘.TL q@l -

LEEERE
LR Y]

Reczavsner en

£53 batirmetrie hillshade
AR i
8 Narth Amcrica sam s imageny
&EEFKsoDas
%rastars
#2% Spearfizh elevation
WS £ OGC AP - Featurss
0 ArG IS REST Servers

6 Geatade T=]
Layers oo
CA%RFL-BRAS
= batimetrie
Profile Teal
Prulil=

"BRR-BE<A R 6o

Tabie ‘ Scttings ‘

P

i~ & - I~ 0O,
9% @ QAR A=

Braaczsing Tealbas an
L ]

Q, Search .

b {5 Recently used
G Canography

@ Database

Gl File: Leotsh,

G aes

QY Interpalation

G Layer tools

G Mesh

G Network analysis
G Plas

G} Raster analysis
) Raster creation
G Raster Lo nain sanalysis
G Ranler ool
G Vector analysis
G wertar crestion
@ Wector general
G vactor geometry

4 Tye to locale (Sl4E)

3] 100

Reed witna | |Helght  +
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W Ineipolsted profle

I

300

G Wector cverlay

¥ v T T T T TTYIYTYTYCTCTTYTITOYOYY

. 27 % Lags MandiTiekd @ vactor selection

// mzseinurn 1 (0 -bmimcmc 1 3 vector table

! : [ E—— G vecion il
/ < L v i anal

- fulid Laver s Rerioves | aves N
e PN GRASS
> v EroTE
Selection Temporery polyine » EFONEATS - Ggis Netwo...

o ik e puilion &S s

W Show cursar

an grapih il h e
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1.5 Training program
Function: training activities scheduling.
Result: passed
DATE HOURS DEPARTMENT 27/07/2021 09:00 10:00 IcT
15/03/2021 09:00 10:00 DTEC 10:00 11:00 IcT
10:00 11:00 DTEC 11:00  12:00 IcT
11:00 12:00 12:00 13:00
12:00 13:00 14:00 15:00
14:00  15:00 15:00  16:00
15:00  16:00 16:00 17:00
16:00 17:00 17:00 18:00
17:00  18:00 28/07/2021 09:00 10:00 DTEC
17/03/2021 09:00 10:00 DPSS 10:00 11:00 DTEC
10:00 11:00 DPSS 11:00 12:00 DTEC
11:00  12:00 IcT 12:00  13:00 DTEC
12:00 13:00 IcT 14:00  15:00
14:00  15:00 15:00 16:00
15:00  16:00 16:00  17:00
16:00 17:00 17:00  18:00
17:00  18:00 31/08/2021 09:00 10:00 DPSS
26/03/2021 09:00 10:00 DTEC 10:00 11:00 DPSS
10:00 11:00 DTEC 11:00  12:00 DPSS
11:00 12:00 12:00 13:00 DPSS
12:00 13:00 14:00 15:00 DPSS
14:00  15:00 15:00  16:00 DPSS
15:00  16:00 16:00 17:00 DPSS
16:00 17:00 17:00 18:00 DPSS
17:00  18:00 16/11/2021 09:00 10:00 DEM
31/05/2021 09%:00 10:00 DPSS 10:00  11:00 DEM
10:00 11:00 DPSS 11:00 12:00 DEM
11:00  12:00 DPSS 12:00  13:00 DEM
12:00 13:00 DPSS 14:00  15:00 DTEC
14:00 15:00 15:00 16:00 DTEC
15:00  16:00 16:00 17:00 DPSS
16:00 17:00 17:00  18:00 DPSS
17:00  18:00 18/11/2021 09:00 10:00 DPSS
01/06/2021 09:00 10:00 DTEC 10:00 11:00 DPSS
10:00 11:00 DTEC 11:00  12:00 DTEC
11:00  12:00 DTEC 12:00 13:00 DTEC
12:00 13:00 DTEC 14:00 15:00 DCOP
14:00  15:00 15:00  16:00 DCOP
15:00  16:00 16:00 17:00 DPSS
16:00 17:00 17:00 18:00 DPSS
17:00  18:00 22/11/2021 09:00 10:00 DPSS
20/07/2021 0%:00 10:00 DPSS 10:00  11:00 DPSS
10:00 11:00 DPSS 11:00  12:00 DPSS
11:00  12:00 DPSS 12:00  13:00 DPSS
12:00 13:00 DPSS 14:00  15:00 DEM
14:00  15:00 15:00  16:00 DPSS
15:00  16:00 16:00 17:00 DEM
16:00 17:00 17:00  18:00 DEM
17:00 18:00
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24/11/2021

29/11/2021

01/12/2021

06/12/2021

10/12/2021

09:00
10:00
11:00
12:00
14:00
15:00
16:00
17:00
09:00
10:00
11:00
12:00
14:00
15:00
16:00
17:00
09:00
10:00
11:00
12:00
14:00
15:00
16:00
17:00
09:00
10:00
11:00
12:00
14:00
15:00
16:00
17:00
09:00
10:00
11:00
12:00
14:00
15:00
16:00
17:00

10:00
11:00
12:00
13:00
15:00
16:00
17:00
18:00
10:00
11:00
12:00
13:00
15:00
16:00
17:00
18:00
10:00
11:00
12:00
13:00
15:00
16:00
17:00
18:00
10:00
11:00
12:00
13:00
15:00
16:00
17:00
18:00
10:00
11:00
12:00
13:00
15:00
16:00
17:00
18:00
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DPSS
DPSS
DPSS
DPSS
DEM
DEM
DEM
DCOP
DEM
DEM
DPSS
DPSS
DEM
DEM
DPSS
DCOP
DPSS
DPSS
DTEC
DTEC
DCOP
DCOP
DCOP

DEM
DPSS
DPSS

DTEC
DTEC
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2 User documentation

2.1 Administrators user guide

2.1.1 Geodatabase configuration
2.1.1.1 Grants policy definition and management

The grants policy definition is based on the department organization in Venice Port Authority and
includes 5 steps:

e Group roles definition

e Login roles definition

e Read-only privileges setup for “public” schema

e Read-only privileges setup for department schemas
e Full privileges setup for department schemas

Group roles definition

Needed group roles are 18: one with read-only grants and 17 with relative full access to specific
department schema.

Actions:

1. Create a group role for standard users for read-only access.
e adsp_users
2. Create a group role for each department for full access to each schema.
NB: group roles names for the pilot have been assigned equal to schema name as

following:
e dcop_port
e dcop_sic

e dem_beni
e dem_conc
o dpf _gare
e dpf gest
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e dpf_mepa
e dpf_rag
e dpf_soc
e dpss_com
e dpss_ict
e dpss_stra
e dpss_urb

e dtec_amb
e dtec_apr
e dtec_can

Login roles definition

Login roles are going to be one for each single operator. Each login role will have 2 membership
roles: generic role (with read-only grants) and specific department role (with full access grants).

Actions:

1. Create alogin role for each user.
Login names can be assigned equal to ones assigned in existing account system or
synchronized by a SSO system if available.
e Standard login user role [user_name]
2. Assign membership roles
(can also be done within step 1)
e Standard group role [common_role_name]
e Department full access group role [dept_area_role_name]

Read-only privileges setup for “public” schema

The “public” schema is the default schema, and it will provide read-only access. QGIS projects
and layers styles are stored in this schema.
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Actions and scripts:

e Apply grants to existing tables and modify schema default privileges.

. GRANT SELECT ON ALL TABLES IN SCHEMA public TO adsp users;
ALTER DEFAULT PRIVILEGES IN SCHEMA public GRANT SELECT ON TABLES TO adsp users;

e Remove write privileges for “PUBLIC” role from schema “public”.

REVOKE ALL ON SCHEMA public FROM PUBLIC;
GRANT USAGE ON SCHEMA public TO PUBLIC;

e Set privileges for system PostGIS table “layer_styles”.

REVOKE ALL ON TABLE public.layer styles FROM adsp users;
GRANT DELETE, INSERT, SELECT, UPDATE ON TABLE public.layer styles TO adsp users;

REVOKE ALL ON TABLE public.layer styles FROM PUBLIC;
GRANT SELECT ON TABLE public.layer styles TO PUBLIC;

Read-only privileges setup for department schemas

Each department schema will provide read-only access to users belonging to other departments.

Action and script:

1. Apply grants to existing tables and modify schema default privileges.

Example for dpss_urb schema / group

. GRANT SELECT ON ALL TABLES IN SCHEMA dpss_urb TO adsp users;
ALTER DEFAULT PRIVILEGES IN SCHEMA dpss_urb GRANT SELECT ON TABLES TO dpss_urb;

Full privileges setup for department schemas

Each department schema will provide full access to the users they belong to. It is needed to

explicitly assign grants to tables, sequences, functions and types.

Action and scripts:

1. Apply grants to existing tables and modify schema default privileges.

Example for dpss_urb schema / group

L3 GRANT ALL ON SCHEMA dpss urb TO dpss_urb;
GRANT ALL ON ALL TABLES IN SCHEMA dpss_urb TO dpss_urb;

17
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GRANT ALL ON ALL SEQUENCES IN SCHEMA dpss_urb TO dpss_urb;

GRANT EXECUTE ON ALL FUNCTIONS IN SCHEMA dpss urb TO dpss urb;

ALTER DEFAULT PRIVILEGES IN SCHEMA dpss_urb GRANT ALL ON TABLES TO dpss_urb;
ALTER DEFAULT PRIVILEGES IN SCHEMA dpss urb GRANT ALL ON SEQUENCES TO dpss urb;
ALTER DEFAULT PRIVILEGES IN SCHEMA dpss urb GRANT EXECUTE ON FUNCTIONS TO
dpss_urb;

ALTER DEFAULT PRIVILEGES IN SCHEMA dpss urb GRANT USAGE ON TYPES TO dpss urb;

Grants automatic assignments Event Trigger

To automatically assign grants to each new table to all group roles members a special event
trigger function is needed:

1. Trigger function.

. CREATE FUNCTION public.on create table funct ()
RETURNS event trigger B B
LANGUAGE 'plpgsqgl'

COST 100
VOLATILE NOT LEAKPROOF SECURITY DEFINER
AS $BODYS

DECLARE
sch text;
BEGIN
FOR sch IN SELECT nspname FROM pg namespace WHERE nspname NOT LIKE 'pg%' AND nspname NOT
LIKE 'information%'
LOOP
EXECUTE format ($$ GRANT SELECT ON ALL TABLES IN SCHEMA $I TO adsp_users $$, sch);
EXECUTE format ($$ GRANT ALL ON ALL TABLES IN SCHEMA %I TO %I $$, sch, sch);
EXECUTE format ($$ GRANT ALL ON ALL SEQUENCES IN SCHEMA %I TO %I $$, sch, sch);
EXECUTE format ($$ GRANT EXECUTE ON ALL FUNCTIONS IN SCHEMA %I TO %I $$, sch, sch);
END LOOP;

END;
SBODYS;

ALTER FUNCTION public.on create table funct()
OWNER TO postgres;

GRANT EXECUTE ON FUNCTION public.on create table funct() TO postgres;
GRANT EXECUTE ON FUNCTION public.on create table funct() TO PUBLIC;

NB: it is very important to use a SUPERUSER account to create the function and to activate
the “SECURITY DEFINER” option in order to allow the function to set permissions over all

schemas.
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2. Event Trigger.

. CREATE EVENT TRIGGER set grants on table creation ON DDL_COMMAND END
WHEN TAG IN ('CREATE TABLE')
EXECUTE PROCEDURE public.on create table funct();

ALTER EVENT TRIGGER set grants on table creation
OWNER TO postgres;

2.1.2 Dataset management procedures
2.1.2.1 Bathymetry datasets management

The procedure allows to integrate a new scan file (in TXT or XYZ text format) within the existing
bathymetry general DEM WCS web service so that possible parts overlapping already surveyed
areas overcome old data values. WCS service in Geoserver is managed by the ImageMosaic plugin
that allows to visualize and process sets of raster files as if they were a single layer without

physically merge them into a single huge raster file.
The processing stages are actually 3:

a. Rasterization of the new vector scan file
b. Assigning the file name according to a “date-based” protocol and place it into the data

folder
c. Update the Geoserver ImageMosaic data store configuration

Data conversion procedure

1) open the XYZ point cloud file using the Data Source Manager - Delimited text dialogue

box
- check column delimiter character (usually it is the comma)
- ensure the point is the decimal separator (deselect decimal separator is comma)
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- set first column as X field and second column as Y field (do not set Zand M
fields)

-} Data Source Manager — Delimited Text
Data S Manager — Delimited Te X
. Browser “ File name D:\Porto di Venezia\Dati\60 Batimetrie\unione_Aprile_Maggio_apv.xyz a
L. Layer name unione_Aprile_Maggio_apv Encoding UTF-8 v
L) Vector ~ File Format
5 Raster CSV (comma separated values) Tab Colon v/ Space
S Regular expression delimiter Semicolon v Comma Others
2= g Mesh ® Custom delimiters Quote " Escape "
; Point Cloud ~ Record and Fields Options
’ Delimited Text Number of header lines to discard 0 - Decimal separator is comma
] First record has field names Trim fields
i&"i' GeoPackage v/ Detect field types Discard empty fields
= ~ Geometry Definition
_;’; Spatialite ey
! Point coordinates X field field_1 v Zfield -
PostgreSQL Y field field_2 ~ M field =
B s Well known text (WKT) =
DMS coordinates
» M1SSAL No geometry (attribute only table) Geometry CRS EPSG:3004 - Monte Mario / Italy zone 2 v &
- Oracle ~ Layer Settings
' 5 Use spatial index Use subset index Watch file
Lg Virtual Layer
Sample Data
 SAPHANA field 1 field2 field.3 E
&2 wvispwmrs 1 2315008.50 5022016.50 -15.33
. /
2 2315009.50 5022016.50 -15.33
250 WFS / OGC APl - bt =
“# Features
& wCes = Close | add | Help

2) save the file in the SHP format
- deselect the first two output fields as they aren’t needed but keep the third one
that contains the elevation value (usually QGIS gives it the name “field_3")

) © ¢

-9

G

3) execute the “rasterize (vector to raster)” tool (Raster->Conversion) using the following
settings:
- input layer: the point cloud SHP file previously created (be sure not to choose
the TXT / XYZ file)
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- field to use for a burn-in value: select the only SHP file field (field_3)

- output raster size units: georeferenced units

- widht and height: use the point cloud scan interval (e.g.: 1 0 0.5)

- output extent: select “Calculate from layer” and the SHP file layer

- assign a specified nodata value to output bands: -9999

- execute ... (execution time: about 1 minute)

- atemporary DEM file will be created and named "Rasterized" (it is possible to
rename it if desired)

Q Rasterize (Vector to Raster) X

Parameters Log
Input layer -
o unione_Aprile_Maggio_apv [EPSG:3004] . @ﬁ] % .4
Selected features only
Field to use for a burn-in value [optional]
1.2 field_3 v
A fixed value to burn [optional]

0,000000 a

4»

QOutput raster size units
Georeferenced units v
Width/Horizontal resolution

1,000000 a

4

Height/Vertical resolution

1,000000 a s
Qutput extent
2310860.5000,2316159.5000,5021622.5000,5023787.5000 [EPSG:3004] >
Assign a specified nodata value to output bands [optional]
-9999,000000 a3
~ Advanced Parameters
Additional creation options [optional]
Profile s
Name Value
# = Validate  Help -
0% Cancel
Run as Batch Process... Run | [Close Help

4) save the file using “Export->Save As” command choosing geotiff output format
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5) Use a “yyyymmdd” protocol to define the new geotiff file name (e.g.,
20210426_Malamocco.tif) in order to enable Geoserver to merge the files starting from
the oldest

6) Copy/Move the TIF file to the Geoserver data folder

7) Delete from the Geoserver data store the previous defined index shapefile (basically, all
files except TIF files)

8) Enter Geoserver admin console, go to “stores” section, click the ImageMosaic
bathymetry store name and press “Save” button. The index shapefile will be updated
and rebuilt.

QGIS virtual layer creation procedure

In order to make custom visualization or temporary processing operation, in QGIS, it is possible
to build a “Virtual Raster” that performs an “on-the-fly” virtual merge of different geotiffs, and
enable to manage them as a single layer without physically merge them into a new big file.

Select “Raster->Miscellaneous->Build Virtual Raster” from the QGIS main menu.

1. Click the button on the right of “Input layers” to select/add the tiff files to process
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2. Choose from the list of existing layers or add files using the computer file browser

(2 Build Virtual Raster X

Parameters Log
4 Input layers

v/ D:/Porto di Venezia/Dati/60 Batimetrie/tiffs/190920_050x050.tif Select All
v D:/Porto di Venezia/Dati/60 Batimetrie/tiffs/190930_050x050.tif

v/ D:/Porto di Venezia/Dati/60 Batimetrie/tiffs/191008_050x050.tif
v D:/Porto di Venezia/Dati/60 Batimetrie/tiffs/200729_050x050.tif Toggle Selection
v D:/Porto di Venezia/Dati/60 Batimetrie/tiffs/200807-08_025x025.tif

v/ D:/Porto di Venezia/Dati/60 Batimetrie/tiffs/200908-10_025x025.tif

Clear Selection

Add File(s)...
Add Directory...

OK

0%

Cancel
Run as Batch Process...

Run Close Help
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3. Choose path and filename in order to save the virtual raster as a file
(2 Build Virtual Raster

Parameters Log
Input layers
6 inputs selected
Resolution
Average
Place each input file into a separate band
Allow projection difference

~ Advanced Parameters

Add alpha mask band to VRT when source raster has none
Override projection for the output file [optional]

Resampling algorithm
Nearest Neighbour

Nodata value(s) for input bands (space separated) [optional]

Additional command-line parameters [optional]

Virtual

v/ Open output file after running algorithm

GDAL/OGR console call

gdalbuildvrt -overwrite -resolution average -r nearest -input_file_list C:/Users/giova/AppData/Local/Temp/

0% Cancel

Run as Batch Process... Run | Close Help

NOTE: do not leave blank the “Virtual” textbox as it will not be possible to save the VRT
file later.

The VRT file is a XML based file that contains references of the TIFs. So it is recommended to

save it into the same folder of TIFs in order to create a VRT with relative paths and open it from
any folder or drive.
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2.1.3 Geoserver configuration

All Geoserver configuration can be done through the web-based admin interface.

2.1.3.1 Basic layer setup for WMS service

The WMS is the web service provided by OGC compliant mapping servers, such as Geoserver, in
order to interactively visualize any raster/vector spatial data through the HTTP interoperability.
Note that, despite the type of data (e.g. raster or vector), the WMS provides data, already styled,
as a set of image tiles in the typical web formats (JPEG, PNG).

To expose a new layer as WMS service follow these steps:

1. Setup the data store
a. From the main Geoserver menu choose “Stores” under “Data” section
Click on “Add a new Store” (the green + icon on top)
Click on “PostGIS database”
Select the default workspace (“adsp” for this case)
Choose a name for the data source and, optionally a description
Type “localhost” as host; 5432 as port, “sdi” as database, and a schema to get the

"0 a0 o

table from
g. Type credentials
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Basic Store Info
Workspace *
adsp ~

Data Source Mame *

mede
Description

Enabled

Connection Parameters
host *

localhost

port *

5432

database

sdi

schema
dpss_stra

user ®

postgres

passwd

h. Click “save” to save the Store
2. Publish a Layer
a. From the main Geoserver menu choose “Layers” under “Data” section
b. Click on “Add a new layer” (the green + icon on top)
c. Choose the Store to get the data from
d. Click “Publish” on the PostGIS geospatial table to create the layer from
e. Optionally, modify the Name and the Title (note that the Title is shown as the layer
label when browsing server content)
Under “Coordinate Reference Systems” section check the right EPSG detection
g. Under the “Bounding Boxes” section click on “Compute from data” and on
“Compute from native bounds” to populate bounding box coordinates

bl

R — I
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Coordinate Reference Systems

Native SRS

EPSG:6876 EPSG:RDN2008 / Zone 12 (N-E)...
Declared SRS

EPSG:6876 Find... EPSG:RDN2008 [ Zone 12
SRS handling

| Force declared v

Bounding Boxes

Native Bounding Box

Min X Min Y Max X Max Y
3,019,674 4,984,178.5 3,086,432 5056417

Compute from data
Compute from SRS bounds

Lat{/Lon Bounding Box
Min X MinY Max X Max Y
12.24949806559651 44.987849386220,| 13.108568808428: | 45.6428188891261

Compute from native bounds

h. Switch to the “Publishing” tab

i. Optionally, select “Selectively enable services for layer” if it is needed to enable
only WMS or WCS service.

j- Under “WMS Settings” -> “Layer Settings” select the proper style (if needed create
a new style before publishing the layer)

WMS Settings
Layer Settings
Queryable

(J Opaque

Default Style

point i
u

Additional Styles

Available Styles = Selected Styles
adsp:bat_param Al < a

adsp:blue_raster
burg

capitals
cite_lakes

dem
adsp:dem_30
generic
giant_polygon =

grass - 4 »
{4 »

k. Click “Save”
3. Check the WMS service
a. From the main Geoserver menu choose “Layer preview” under “Data” section
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b. Locate the last created layer and click on “Openlayers” to open the web viewer
and check the correct visualization.

2.1.3.2 WCS data source setup

The WCS is the web service provided by OGC compliant mapping servers, such as Geoserver, in
order to access to raster raw data through the HTTP interoperability.

Unlike WMS, WCS provide raw, lossless raster data that can be styled and processed as if it were
a local dataset.

To expose a new layer as WCS service follow these steps:

1. Setup the data store
a. From the main Geoserver menu choose “Stores” under “Data” section
b. Click on “Add a new Store” (the green + icon on top)
c. Click on “GeoTIFF”
d. Select the default workspace (“adsp” for this case)
e. Choose the data file by clicking “browse” on the bottom left

Basic Store Info
Workspace *

adsp v

Data Source Name *

batimetria
Description
Batimetrie

Enabled

Connection Parameters
URL *
file:/D:\Parto di Venezia\Dati\G0 Batimetrie\batimetrie, tif Browse...

f. Click “save” to save the Store
2. Publish a Layer
a. Follow the same steps as point 2 of the previous paragraph
3. Check the WCS service
a. Open aGIS client such as QGIS Desktop, configure and access the WCS service and
include the layer into the project. Check standard raster operational functions.
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2.1.3.3 ImageMosaic store setup procedure for WCS

The WCS store can be based on different data types. In case of a geotiff imagery (e.g. set of
contiguous or overlapping tiff images) it is possible to create an ImageMosaic data Store in order
to publish the entire folder contents as a single layer.

To create an ImageMosaic Store follow these steps:

From the main Geoserver menu choose “Stores” under “Data” section

Click on “Add a new Store” (the green + icon on top)

Click on “ImageMosaic”

Select the default workspace (“adsp” for this case)

Choose the folder containing the data files by clicking “browse” on the bottom left

Basic Store Info
Workspace *

vk wnN e

adsp v

Data Source Name =

batimetrie
Description

batimetrie

Enabled

Connection Parameters
URL *

filez//D:\Porto di Venezia\Dati\60 Batimetrightiffs Browse. ..

6. Click “save” to save the Store

When creating the ImageMosaic data store, Geoserver will create a special SHP index file with
the same name of the store and places it within the same folder. The basic data model of the SHP
file includes only the geometry of the bounding box of each geotiff with a text field that stores
its name. It is possible to add additional fields to manage file sorting.

To manage overlapping it is possible to setup the sorting criteria in order to define from which
data file get the pixel data when more than one overlap. You can use special additional fields
inside the index file or even choose the filename to get a standard alphabetical order sorting. The
syntax admits the parameter “D” to set descending order.

European Regional Development Fund

30



U inwerreyg

( Italy - Croatia
DigLogs EUROPEAN UNION

Some SDI imagery uses descending alphabetical sorting; to set up this follow these steps:

1. Open the layer setup from the “Data” section on the main Geoserver menu
2. Go to “Coverage parameters” and insert “Location D” into the “Granule Sorting (WFS
like syntax)” text box
Coverage Parameters
[ Accurate Resalution Computation

() Multithreaded granule leading (disable JAI ImageRead to use it)
Background Values

Bands (cormma separated list of numbers)

Excess Grahule Remaoval
NONE
Filter

Foatprint Behavior
Mang ~
Input Transparent Color

Maximum number of granules to load
-1

Merge Behavior

FLAT

Overview Policy

QUALITY ~

Qutput Transparent Color

ReadGridGeometry2D

RescalePixels
Granule Sarting (WFS like syntax)
| location D
Suggested Tile Size

512,512

3. Click “Save” to apply changes.

IMPORTANT NOTE: to get the correct indexing after any modification to the imagery dataset it is
recommended to delete the index shapefile and regenerate it by clicking “Save” on the store

setup.
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2.1.3.4 WMS data stores for external services mirroring

WMS Service can be used to mirror public web services on the Internet in order to quickly access
them from a single point.

To do this, a WMS type data store is needed. To setup a WMS Store follow these steps:

1. From the main Geoserver menu choose “Stores” under “Data” section
2. Click on “Add a new Store” (the green + icon on top)
3. Click on “WMS” on the bottom “Other data sources” section
4. Setup workspace, name and description as seen before
5. Insert the public WMS URL into the “Capabilities URL *” textbox and leave all
remaining parameters as default
Description
Basic Store Info
Workspace *
ladsp v

WMS Source Name *
catasto

Description

Enabled

Connection Info
Capabilities URL *

[https'mes,cartograﬁa,agenziaemrate gov.itfinspire/wms

User Name

Password

Use HTTP connection pooling

Max concurrent connections *
6

Connect timeout in seconds *
30

Read timeout in seconds *
60

6. Click “save”

7. Publish the layers with the procedures described before.
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2.2 Operators user guide

The Venice Port Authority SDI user manual is based on QGIS ver.3 as Geographic Information
System (GIS) client software.

2.2.1 GIS environment setup

The GIS connection to PostGIS (SDI database) has to be setup just once for each workstation. To
set it up, the “new connection” option must be chosen inside the “PostGIS” node in the QGIS
browser panel; the following form will be shown:

Q Create a New PostGIS Connection %

Connection Information
Name
Service
Host
Port 5432
Database
SSL mode disable v
Authentication

Configurations Basic

Choose or create an authentication configuration
No Authentication v |

Configurations store encrypted credentials in the QGIS authentication database.

Test Connection
Only show layers in the layer registries
Don't resolve type of unrestricted columns (GEOMETRY)
Only look in the "public' schema
Also list tables with no geometry
Use estimated table metadata
Allow saving/loading QGIS projects in the database

OK  Cancel Help

The values to be inserted are the following:

e Name: SDI (or any other of choice)
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e Service: (optional: leave blank)

e Host: 10.0.28.10

e Port: 5432 (default)

e Database: sdi (lowercase)

e SSL mode: allow

e Authentication:

o “Configurations” tab -> [press the + green button]

= Name: any of choice
= Resource: (optional: leave blank)
= [Basic authentication]
= Username: the one provided by SDI administrator
= Password: the one provided by SDI administrator
= Realm: (optional: leave blank)

Press the “test connection” button to ensure the connection works.
It is recommended to select the following checkbox at the bottom of the form:

a) Also list tables with no geometry
b) Allow saving/loading QGIS projects in the database

Press the “OK” button to complete connection setup. A new node named “SDI” will appear under
the “PostGIS” node in the QGIS browser panel.

NB: it is strongly recommended NOT to use the “Base authentication” method to configure the
connection to PostGIS inside QGIS; this may cause the theft of credentials by malicious people
who can read them in any QGIS project files (.QGZ / .QGS) sent by email or in other ways.

Raster datasets and layers are available through WMS/WCS interoperable web services.

WMS is the Web Map Service, to be used only for visualization purposes, while WCS is the Web
Coverage Service, to be used for accessing raster raw data and processing purposes.
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To setup WMS, right-click on WMS/WMTS option within the browser panel and choose “New
connection”; the following form will be shown:

() Create a New WMS/WMTS Connection X
Connection Details

Name adsp
URL  http://10.0.28.10:8080/geoserver/adsp/wms
Authentication

Configurations Basic
Choose or create an authentication configuration
No Authentication v e

Configurations store encrypted credentials in the QGIS authentication database.

HTTP
Referer
WMS/WMTS Options
DPI-Mode all b
Ignore GetMap/GetTile/GetlLegendGraphic URI reported in capabilities
Ignore GetFeatureInfo URI reported in capabilities
Ignore axis orientation (WMS 1.3/WMTS)
Ignore reported layer extents
Invert axis orientation
Smaooth pixmap transform

OK | Cancel | Help

The values to be inserted are the following (leave others as default):

e Name: ADSP (or any other of choice)
e URL: http://10.0.28.10:8080/geoserver/adsp/wms

To setup WCS, right-click on WMS/WMTS option within the browser panel and choose “New
connection”; the following form will be shown:
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Q Create a New WCS Connection X
Connection Details
Name adsd
URL  http://10.0.28.10:8080/geoserver/ows?version=1.0.0
Authentication
Configurations Basic

Choose or create an authentication configuration
No Authentication v )

Configurations stare encrypted credentials in the QGIS authentication database.

WCS Options
Ignore GetCoverage URI reported in capabilities
Ignore axis orientation
Ignore reported layer extents
Invert axis orientation
Smooth pixmap transform

OK | Cancel Help

The values to be inserted are the following (leave others as default):

e Name: ADSP (or any other of choice)
e URL: http://10.0.28.10:8080/geoserver/ows?version=1.0.0

2.2.2  User password management

Users can change their account password by using the following procedure in QGIS:

e Ensure QGIS has a working connection to SDI
e From processing toolbox choose: Database -> PostgreSQL execute SQL
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(@ PostgreSQL Execute SQL x
Parameters | Log " PostgreSQL execute SQL
Database (connection name) Executes a SQL command on a PostgreSQL databas
@ so v
SQL query
ALTER ROLE "nnnnnn® PASSWORD "ooooo:'
0%
Run as Batch Process... Run Close Help

e Choose the connection to SDI from the combo box
e Type the following SQL query (replace nnnnnn with the owned username and xxxxxx with

the desired password; be sure to strictly keep single and double quotes)
o ALTER ROLE "nnnnnn" PASSWORD 'xxxxxx'

e Press the “run” button
e Edit the SDI configuration to update the stored password or delete it and set it up from
scratch following the previous paragraph procedure.

In case of password loss, contact the SDI administrator.

2.2.3 Accessing spatial data

The datasets stored inside the SDI database are organized into several sections: each section is
named as a particular ADSPMAS department area using the acronyms already in use within the
organization.

Each user account has been created with the right membership setup according to the
ADSPMAS organization.
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The membership policy for the SDI database is the following:

e Users can access in read-only mode to all areas

e Users can access in write mode only to layers, tables, and projects inside the area they
belong to

e Users can access in write mode to all styles stored into the SDI styles library

To access spatial and table data stored inside SDI browse the “SDI” node under “PostGIS” in the
QGIS browser panel follow these steps:

1. Expand the “PostGIS” node into the QGIS browser panel

Browser l
IETHO
Favorites <
v 0 Spatial Bookmarks
* @] Home
C\
» [0
E\
» @ GeoPackage
4 /SpatiaLite
» @ PostGls
b =C database 1
» =< database 2
» =C database 3
» =C database 4
b =€ database 5
SDI
I SAP HANA
P mssal
@ Oracle

Expand the sub-node related to the organization area (ex. “dpss_stra”)

3. Drag&Drop (double click or even right click + “add layer to project”) the desired
layers/tables into the GQIS Layers panel to add the data to the project

4. Confirm the possible SRS transformation choice

5. The editing functions will be enabled only for the datasets stored inside the area to which
the logged-in user belongs.

BE CAREFUL that dragging layers and tables from the layers panel to the browser panel will
attempt to import/copy the data into the SDI database as a new dataset.
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For the layers with a stored predefined display style, the stored style will be applied as default
instead of the standard random style.

2.2.4 Spatial data styling and visualization

Each layer accessed from the SDI database can be displayed and processed in the same manner
as any other file-based GIS dataset (e.g. SHP, GeoJSON etc.). In addition, the SDI database can
store different display styles (symbologies) and set one of them as default style (the default style
will be applied by default any time the user will add the layer to a project).

To manage the stored styles, use the “database styles manager” as following:

1. Under “symbology tab” of any vector layer, choose “load style” from the “Style” combo
box at the bottom of the form:

=4 Layer FIOpertes — rete_lermoviana — Symoology
= Categorized
* Value abetype

Symbol

4
»
1T

Color ramp Random colors

Symbol ¥ Value Legend
bin bin
dev dev

LLLK
1
-
©

Classify |2 | = |Delete All Advanced ¥
» Layer Rendering

OK |Cancel |Apply Help

Save Style...
Save as Default
Restore Default
Add..

2. Select “load file from database (postgres)” from the first combo-box
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3. Choose and select one of the available styles shown into the “Styles related to the layer”
box

4. Press “Load style” button on the bottom of the form
5. Press “OK” or “Apply” to confirm the style application for the current project

To store new styles into the database follow these steps:

1. Under “symbology tab” of any vector layer, choose “save style” from the “Style” combo
box at the bottom of the form

(22 save Layer Style X
Save style In Database (postgres) v
Style name

Description

Ul
Use as default style for this layer

OK  Cancel Help

2. Insert a name for the style into the “Style name” text box

3. Insert a description of the style into the “Description” text area; it is recommended to
write at least the type of style (e.g. “categorized”, “graduated”, etc.) and the
field/expression used for the values.

4. Optionally, select the “Use as default for this layer” checkbox to set the new style as
predefined for all users.
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2.2.5 Layers and tables management

To store a new layer or table into the database it is recommended to operate within QGIS
interface; advanced users can use other SQL-based client interfaces.

The simpler way to sore data into the SDI is to create an export/copy of data from other formats
(e.g. SHP, TAB, KML, XLS and others).

To migrate data from local files into the SDI database follow these steps:

1. Create a new blank project in QGIS
Expand the node related to the area that the user belongs to (otherwise the writing
operation will be denied) from the “SDI” node into “PostGIS” of the browser panel
3. Add one (or more) layers/tables in any local files format
For each layer to migrate, if possible, do the following:
e Rename layer in the layer panel using only lowercase letters; avoid special
characters and spaces; avoid beginning with a number
e Rename field names using only lowercase letters; avoid special characters and
spaces; avoid beginning with a number
e Delete unwanted/unused fields
5. Ensure the assigned CRS is a known one (see the “source” tab of layer properties if the
selected CRS is one with a proper EPSG:nnnn code). If not, process the layer with the
“reproject layer” algorithm.
6. Drag the layer from the layer panel to the browser panel, paying attention to drop the

item exactly over the right area name, and wait the operation to be completed (several
minutes may be necessary depending on the size of the dataset and connection speed).

NOTE that this operations are a “SAVE-AS” kind of commands, namely they create A COPY of
the layer/table; Once migrated the data, in order to use it as current shared dataset, it is

recommend to delete the old dataset and reconfigure the projects to read it from the SDI
instead of the local files.

According to the same access policy, layers can be deleted directly from the QGIS browser
panel right-clicking upon the layer to drop and choosing “Delete layer”. BE EXTREMELY
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2.2.6 GIS Workspace management

In addition of single layers and tables, the SDI PostgreSQL/PostGIS engine is able to store QGIS
projects as an alternative of saving them as QGS/QGZ local files (see also point b of previous “GIS
environment setup”).

To save projects into the SDI database follow these steps:

1. Choose “Save to” from the main QGIS “Project” menu

(3 save project to PostgreSQL X
Connection SDI v
Schema dpss_stra -
Project v

OK | Manage Projects ¥ Cancel

Select “SDI” from the “connection” combo-box

Choose the proper area from the “Schema” combo-box (the one the user belong to)
Write the name of the project into the “Project” combo-box

Press OK to save

vk wnN

To delete an existing project from the database follow the previous 3 steps an then:

4. Choose the project to delete from the “Project” combo-box
5. Press “Manage projects” and choose “Remove project”. BE CAREFUL because the
operation cannot be undone.
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2.3 Training administrators framework guide

2.3.1 Content structure reference

This content reference framework is the first guideline defined to help in the definition of the
detailed training and educational program.

2.3.1.1 Training module types

U Seminars
Mainly theoretical contribution aimed at deepening political-cultural, informative,
awareness-raising aspects or, in more specific cases, understanding of the potential and
limits of some technological or methodological approaches. Contents are divided in three
main categories: ICT reference scenario, territorial issues, technological in-depth.
Optimal duration; 1 hour

U Workshop/training-on-the-job

Training modules carried out with the use of computers and software aimed at providing
specific skills in the use of data processing tools and methods. The aim is not to train a
specialist but to make aware of advantages / disadvantages / criticalities of the use of
certain tools and methods, as well as introducing the participants to the use of new tools
and allow them to self-train according to the future needs.

Contents are divided in six topics: Spatial data management, Data Base, GIS data
processing, Remote Sensing, Web / geospatial-Web, Info design and spatial data
visualization.

Optimal duration: variable 8-20 hours for 1 to 5 days, depending on the needs and
content.

U Project work
Mainly a strategic design type educational activity, with possible small technical insights.

In the most effective formulation, it provides joint and synergistic activity between
decision-makers and executives by simulating the work of a multidisciplinary team.
Optimal duration: variable from 4 to 8 hours within one day.
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The following reference lists are intended as basic ranges of topics useful for the definition of a
custom educational path based on the specific needs of the participants.

2.3.1.2 Seminars content reference list

ICT scenario:
e Smart Cities & Communities / Sustainable Cities
e Geography and knowledge about territory: ICT based approaches
e Data interoperability, Open Source and Open Data approaches
e Big Data and Data Analytics
e Mobile APPs and Mobile Web
e |OT — Internet of Things
e Internet, knowledge sharing and participatory processes
e Institutional data sources and spatial data: the regulatory scenario

City, environmental and territorial issues
e Hydraulic and Hydrogeological risk management
e Biodiversity protection
e Energy and sustainability
e logistics and transportation
e Tourism, landscape, and cultural heritage
e Sustainable land use
e Territorial planning and regulations
e Technological network and infrastructures maintenance
e Urban life quality, comfort and health

ICT technologies
e Geographic Information System and Spatial Data Infrastructures
e Geodatabase Management System
e Geo-Web solutions
e Big Data and Data visualization
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e Geostatistics

e Terrestrial and marine sensing

e Satellite and airborne remote sensing

e Satellite active sensors monitoring

e Thermographic monitoring

e Mobile APP and Web application for geospatial data

e Wireless Sensor Networks and 10T

e Mobile Mapping Systems for road networks maintenance

e GPS, Laser scanning and UAV survey and monitoring

e Information Design and Data Visualization with geospatial data

2.3.1.3 Workshop/training-on-the-job content reference list

e Cartography and spatial data management:
Introduction to Geographical Information Systems, digital cartography, institutional data
sources, geocoding techniques.

e Database
Database design basis, SQL, DBMS applications, geospatial extensions.

e GIS. Geographic Information System:
Basics of geospatial data modelling, visualization and thematic mapping techniques,
data integration techniques and geoprocessing.

e Remote Sensing:
EOS - Earth Observation Systems introduction, remote sensing data types and formats,
raster data processing techniques, raster data classification.

e Web / Geospatial-Web:
Web browsers, web services, basics of HTML, CSS, Javascript, mapping servers,
geographic web services and interoperability protocols.

e [Info Design and spatial data visualization:
Information Design and User Centered Design, data visualization techniques and tools,
mapping tools design, basics of Interaction Design.
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2.3.1.4 Project work content reference list

e Air, water, and soil pollution risk

e Hydraulic and hydrogeological risk

e Mobility, Infomobility and logistics, road safety, intermodality and transportation
e Biodiversity protection

e Production and sustainable use of energy sources

e Protected areas management

e Cultural heritage enhancement and sustainable tourism
e Emergencies management

e Urban quality and services

e Waste management

e Infrastructures, green areas, and services maintenance

2.3.2 Training programme

2.3.2.1 Seminars

1. Geography and knowledge about territory: ICT based approaches \

Learning objectives Content

Knowing new tools and methods to = The transition from the traditional discipline of
improve the knowledge of the Geography to the new Information and

territory and the decision-making Communication Technologies age.

effectiveness. Overview of innovative tools and solutions to gain

added value from the new data sources available in
the age of connected sensors and the Internet.

2. Data interoperability, Open Source and Open Data approaches \

Learning objectives Content
Understand the reasons for the Why share data and between whom. The concept of
need to share data and interoperability.

information between institutions
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and organizations and know the Standards and tools to ease data sharing between

strategies to achieve the goal. institutions, organizations, companies, local
communities, and citizens.
Application of the Open-Source approach to
Information Technology and to the development of
smart objects and systems.
From Open Source to Open Data: the challenge of
free access to the knowledge and information.

3. ICT and geospatial data for logistics and transportation

Learning objectives Content

Know the most innovative ICT Issues and challenges about people and freight
solutions for logistics and transportation: management, efficiency, building and
transport, Infomobility, and maintenance of infrastructures, safety and services.
transportation / infrastructure Overview of applied ICT solutions, used technologies
safety. and strategies.

Regulatory framework and related resources.

4. ICT and geospatial data for territorial planning and regulations

Learning objectives Content

Understanding the benefits in Geographic Information Systems and Spatial Data
spatial data infrastructures Infrastructures in the recent regional, national and
implementation in the recent community regulations about territorial planning.
territorial planning regulation Application overview and case studies.

scenarios. Know techniques and Review of ICT tools and methodologies for the
tools available for both executives  analysis and decision-making support in planning and
and decision-makers. evaluation activities.

5. ICT and geospatial data for technological network and infrastructure maintenance

Learning objectives Content

Know the newest tools for Strategies and methods to manage the complexity of
acquiring underground ad network = network infrastructures in cities underground, design
services data, processing techniques, management and maintenance issues;

topological networks and support standards and regulation requirements.
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the construction, management and = Design support tools, diagnostic tools, network data
maintenance of underground management methods and techniques.
infrastructures. Review of case studies and resources for the topic
deepening.

6. Geographic Information System and Spatial Data Infrastructures
Learning objectives Content
Know and understand the use and  Geographic Information System (GIS) software
the advantages provided by spatial features, spatial data visualization and processing
data processing software (GIS) and  tools and techniques.
by systems for organizing territorial Mapping techniques, visualization and interaction
and environmental information. tools for decision-making support.
Geoprocessing tools and multi-criteria approaches to
analyse territorial phenomena.
Applications and study cases; resources for in-depth
and self-study.

7. Geodatabase Management Systems

Learning objectives Content

Understand the potential and SQL, databases and DBMS management systems
application fields of managing fundamentals

spatial data with spatial-enabled GeoDBMS technology: differences and affinities with
DBMS software solutions. traditional DBMS and GIS.

Examples of use of storage functions and spatial data
processing functions.
Review of applications and resources for in-depth
study and self-study.

8. Geo-Web solutions

Learning objectives Content
Understand uses and features of Web-oriented technologies and GIS systems
web oriented spatial applications. integration fundamentals. Web-GIS architectures

and solutions.
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Choice criteria about desktop GIS, web GIS and
mobile GIS applications.

Technologies and tools for web-based GIS systems
development and management; spatial data
interoperability, Open Data philosophy, Metadata
systems.

Review of applications and resources for in-depth
study and self-study.

9. Information Design and Data Visualization with geospatial data

Learning objectives

Know the most important
techniques and tools for digital
maps visualization and interactive
interface development for spatial
data browsing and processing.

Content

Infodesign and Interaction Design fundamentals.
Spatial data visualization tools and techniques.
Design criteria for screen-based interactive tools to
browse and query spatial databases and digital maps.
Review of applications and resources for in-depth
study and self-study.

2.3.2.2 Workshop/training-on-the-job

1. Cartography and spatial data management

Introduction to Geographical Information Systems, digital cartography, institutional data

sources, geocoding techniques.
Learning objectives

Know data formats and structures
needed to make digital
cartographies.

Know how to search and retrieve
public spatial datasets to create a
GIS project.

Understand the potential of data
correlation, derivation and
geocoding.
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Content

Geodesy and Spatial Reference Systems
fundamentals.

Database design methods.

Raster and vector data models in GIS systems.

Types and features of digital cartographies and maps.
State and corporate cartographic production and
overview of the main online spatial data repositories.
Georeferencing conception; direct and indirect
georeferencing, methods, techniques, and tools;
issues.
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2. Database

Database design basis, SQL, DBMS applications, geospatial extensions.

Learning objectives

Know the basics of Database
theory and data modelling
techniques.

Know how to design and
implement a database using a
DBMS, query the system and
process the responses.
Understand the potential of spatial
extensions of DBMS.

Content

Theory of Databases; fundamentals and terminology.
Systems types and architectures.

Logical and physical Databases design techniques.
Fundamentals about entities, attributes, keys,
relationships and cardinality.

SQL syntax. Types of operations and queries.
Simulation of creation and use of a database.
Examples of building tables and views, setting
integrity constraints in a database.

Overview of the most popular DBMS spatial
extensions; main functions and methods.

Examples of querying data using spatial operators.

3. GIS. Geographic Information System

Basics of geospatial data design, visualization and thematic mapping techniques, data
integration techniques and geoprocessing.

Learning objectives

Know features and structure of the
main data types and formats to be
used with GIS software;
understand the main strategies
and techniques to manage spatial
datasets and set up a GIS project.
Know how to create and modify
data in a GIS (editing) and to use
information attributes to
dynamically create thematic maps.
Know how to process multiple
layers to create new layers and
maps.

Content

Main GIS software architecture; features of the
project file and relationship structure with dependant
data files.

Description of the main storage formats of GIS layers.
Overview of the GIS interface and functions. Example
of creating new projects using several data sources.
Data conversion, export and derivation.

Selection and visualization techniques with spatial
criteria; print tools for digital maps.

Examples of creation of new layers, feature editing
and thematic maps creation.

Overview of geo-processing functions; examples of
popular operations like buffer, dissolve, and
intersection.
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Web browsers, web services, basics of HTML, CSS, Javascript, mapping servers, geographic
web services and interoperability protocols.

Learning objectives Content

Know the web browsers engine The architecture of web, clients, servers, and web
and the fundamentals about browsers.

HTML/CSS and Javascript Fundamentals of HTML, Cascading Style Sheets (CSS)
languages. and Javascript languages for web pages
Understand how a map server development.

works and how to connect with Fundamentals of client-server computer applications.
spatial data sources. Example of installation and configuration of a

Know how to configure the output = mapping server, data sources configuration and

of a mapping server using the OGC | layers publication through web services.

compliant interoperable standards. Examples of data management and visualization with
WMS, WFS and WCS services.
Basics of XML and Styled Layer Descriptor (SLD) map
styles format.
Example of creation of simple web pages for browser-
based maps visualization and access WFS services
from GIS software.

2.3.2.3 Project work

1. Mobility, Infomobility and logistics, road safety, intermodality and transportation
Objectives

This topic can include different management, programming or planning issues as well as
some security and risk reduction aspects.

The topic understanding key highly depends on the considered actors: stakeholders’ needs
can be taken into consideration for what concerns improving the efficiency of
communication and intermodality systems. Institutions, instead, can be considered for what
is related to control and reduction of accidents, resources allocation or infrastructure
implementation, while common users of transportation systems or tourists can be
interested in the developing of innovative “smart” services for mobility or sustainability.
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2. Emergencies management

Learning objectives

The topic mainly concerns decision support systems design for emergency planning and Civil
Protection procedures.

This case study can include both aspects of real-time monitoring, which concerns for
example the management of data flows and early warning systems, and historical data
analysis aimed at carrying out procedures such as risk assessment. A further understanding
key may concern the collection and management of detailed information on territorial
vulnerabilities useful for estimating the level of danger during emergencies.

3. Infrastructures, green areas, and services maintenance

Learning objectives

The maintenance of infrastructures and service areas can be a key topic in the context of a
port area, especially regarding the possible application of ICT tools and related
methodologies. Indeed, these are mainly management aspects for which specific decision
support systems and spatial information systems can be effectively applied.

Frequent common issues are often related to difficulties of maintaining the data assets
about infrastructures and services as well as the tuning of decision support systems for the
planning of interventions.
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