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Event summary

Type of event

Physical

Location (if physical)

Ploce, Port of Plo¢e Authority, Port of Plo¢e Entrance terminal

Date of the event

28" of June 2023.

Time/Duration

11:00 - 12:30, 12:30 — 14:00

Purpose of the event
(By whom was it organized?
What was the objective?)

Port of Plo¢e Authority has organized a local targeted event as an
educational lecture on information/cyber security with the aim of
protecting information assets of the Ploce Port Authority Event was
organized in front of the pilot action activity to Port of PloCe
authority, Port of Plo¢e and Port Security. Also, the pilot activities
result within the SUSPORT project focused on the project
objectives has been presented.

Short description of the event
(what happened during the
event?)

During the Local event Port of Plo¢e authority has shared its
experiences, challenges, priorities of the project activities in within
the SUSPORT project. Pilot activities and results have been
presented as educational lectures on information/cyber security
with the aim of protecting information assets of the Plo¢e Port
Authority. Event was organized as part of the pilot activity
Development of conceptual design for Digital Green Incident
Management — Incident Management with the aim of reducing
incidents that have an impact on the environment and people in
port areas.

Results/Outcomes of the event
(What are the takeaways from
the event?)

Information security and security in ports intertwined are areas that
must be holistically addressed in order to protect port facilities,
prevent interruptions, protect sensitive data and ensure the
efficient and safe flow of goods and services through the global
chain Supply. Within the EU project SUSPORT "Incident
management with the aim of reducing incidents that have an
impact on the environment and people in port areas”, the Port of
Ploce Authority aiming to achieve a higher level of information
security and security with an emphasis on managing incidents that
have an impact on the environment and people in port areas.

Number of attendees

18
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Type of stakeholders/target
groups that were represented

Terminal operators, local and public authorities, port Security
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Photos of the event:

Figure 1 Local Event Ploce

Figure 2 Local Event Ploce
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Figure 3 Local Event Ploce

Figure 4 Local Event Ploce
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Agenda:

Edkativno p formacijskoj/kik ickoj sigurnosti s cilje zastite

informacijske imovine Lucke uprave Ploce

Darko Plecaé <darko.plecas@ppa.hr>

Fri 6/23/2023 12:15 PM

Tollugka uprava Ploce, obavijesti <ppa.obavijesti@ppa hr>
Postovani,

ovim putem Vas pozivame na formacijskoj/ki itkoj sigurnosti na kojem
£emo vas informirati o aktualnim kibernetitkim prijetnjama, te moguénostima vaseg osobnog doprinesa
zadtiti informacijske imovine Luke uprave Plote.

$ obzirom kako je rije¢ 0 moguénostima VaSeg osobnog doprinosa zastiti imovine Lucke uprave Ploce,

molim da se na eduk predavanj iistom p

Edukativno predavanje odriat ée se u dva slijedeca termina (T1, T2), srijeda 28.06.2023.

® T1:11:00 sati - 12:30 sati
= T2:12:30 safi - 14:00 safi

Informacijska sigurnost i zaktita i sigurnost {eng. safety & security) u lukama usko su meduscbno
povezane | oboje imaju kljutnu ulogu u osiguravanju zajtite | nesmetanog rada lukih objekata. Neke od
kljuénih togaka su upravijanje incidentima, zastita kriti€ne infrastrukture, integracija fizitke sigurnosti,
kibernetitka sigurnost operativnih tehnologija, zatita osjetljivih podataka, te sigurnost lanca opskrbe.

srdagan pozdrav
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Srdatan pozrray / Best ragards.

Luéka uprava Ploge, u suradnji s ostalim luékim sudionicima, razvija PCS kao centralni sustav
za najefikasniju razmjenu elektronickin dekumenata i estalih podataka izmedu svih luekih korisnika i
njihovih IT sustava,

&ime se olak&ava njihovo pi je i lje dodatna posk ijed!

swox
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¥ Darko Plecag, dipLinf.

Qejel 22 dighabzaciu | Degartment for dighalzation

Voestok acjela 24 dighakzacu | Heael of Departmant for sigitskzation
=

o

Luéka uprava Ploge
Port of Ploge Authority

Trg ks Tomishava 21,
20840 Ploge - HR

T 4365 20 414 535,
F 4385 20 670 271

E: oo dersaiippate
W poady.
o

PCS W: hlips.iRcsrioce,RRaNL
PCS E: peadinaady

e

@ confactma oninkedin

Be respansible, Think aboiit the snvironment before printing this ssmal or its attachments

Sadrza ove poruke | eventudlno piladenh datotsia je poviediv | namienjen je samo assbams [ subjekima ko su navaden u adsesl, Ukelko
ste primil ovu poruku greskom, mokmo Vas, obavijestite posiljatelja, a panxu | sve njene prvitke odmah, bez Gtania, ragno uklbrite s mtunak,
Bk kakvo prenodare, kopirana 1l distribucija informaxciia sadrdanih v poruc! tratim asobama e zabranjeno | mae biti zakons) kaznjivo,

Sadrza, stavowt | poruci p Aol nutng stavove Lufie uprave PloB, Luska uprava Ploge ne prinvata
a ove poruke | prloga sadidanin u gorc,

DISCLAIMER:Th cantents of this emall as wall as any itars ? enttis which

h o, It you e amor, please noty the sendar and permanently remove the massage and all

attached fles from the computer. Any disckssurs. copying ar distribuion of all or a parl of informalion Gantained herein to or by third parties is
praibitad and may be unlawdul. Plzass nota that any views or opinlons presentad In this massaps are solely thoss of the author and do not
Pscessarly raprasant the views and apinions of Port of Plate Autnority, Port of Pk o libikty for any.

Gaused by this message and fles attached 1o i
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Pilot activites in port of Ploge
within the project SUSPORT

LOCAL EVENT “SUSPORT ™ PROJECT

Educational lecture on information/cyber security with the aim of protecting
information assets of the Ploce Port Authrity

Beelopmert o

Local event| Ploce| June 28th 2023
Port of PloZe Authority

Information on cyber Security

UERR PR PLOEE

_ “ “ =
eInformacijska vs. *Zasto informacijska i =Kako moZete doprinijeti
kiberneti¢ka sigurnost? kibernetitka sigurnost? sigurnosti?
L/ NT =% < \—/ b o 5

L

Definicija informacijske sigurnosti

¥ %

Stawnje povjertjivosti, clelovitosti L raspoloZivosti
informacija, koje se postiZe prinjenome propisanih

wiera L standarda te organizactjskom podrikom za
poslove planiranja, provedbe, proviere  dorade mjera
e standarda

E

_/ N

# jjske / kib

L

Principi i Gdje se te informacije nalaze?

N A

Informacijska
sigurnost

Digitalne informacije

o

Analogne” informacije
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ZASTO?

N7

Trendovi

Policija upozorava gradane na novu
internet prevaru: Ne nasjedajte na ovu
email poruku

U2 godine vise od pola hrvatskih
organizacija bile su Zrtve prijevare |
Kriminala

Hrvatska medu top 5 drzava
zarazenih opasnim racunalnim
virusom

(L

Trendovi

LAZNI E-MAIL
Dbakovo ostalo bez 50.000 eura:
Uplatili novac prevarantima

INFOGRAFIKA Oprez, hakeri su se
usudili napasti | $ibensku banku, a
kamoli ne¢e vasu aplikaciju

Ransomware napad na hrvatsku naftnu kompaniju
INA

om kruZi opasna aplikacija:
od milijun ljudi skinulo je lazni

PP

Hakeri napali kutinsku Petrokemiju,

Statistika po vrsti incidenta

Izvor: www.cert. hr

_/ g

Socijalni inZenjering

.L

Vrste napada

+ Phishing

+ Spearphishing

+ Whaling

« Vishing

« SMsishing

+ Latno predstavijanie

Posliedice napada

- Narusavanje ugleda

» Ucjena

- Materjaina steta

- Osobne informacije i identitet

* Upatreba podatska 23 dalinje
napade

* Instalacia zlocudnog koda

P~ S U

Kako se odvija phishing napad?

a

Zrtva zapravo pokrece

Elektronicka posta

U porudi je sadrzaj Maliciozni program kriptira

koja u sebi sadri koji Irtvu navodi na rad odredenog sadrtaj ratunala, a na ekranu
zlonamjemi privitak pokretanje poveznice  malicioznog s javla poruks kojom se 72
il poveznicu. il privitka. programa. povrat zakljuZanih podataka

tra3i uplata odredene suote
novea.

KAKO SE
ZASTITI?

European Regional Development Fund
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© Domains
© Email Addresses
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Kako prepoznati phishing napad?
01 02 03

Primjer phishing napada

Posiljatel: IT podrika < oot -eoly(o:

Naslov: Odravane mall sustava

Lazno predstavijanje
Napacacivelo imitrat nsttuchs,

Nudi ti se novac ili neka
druga primamljiva

Moras kliknuti poveznicu
ili skenirati QR kéd

sustove |
Polie posilateija mote bit aziao! fonuda Napadac co to pokusatinavesli
Proviel i s
fariico,
slutbenim straricams Korisnika lako siranica mozo izgiedati lgitimno,

04

05

Izazivaju u tebi snazne
osjecaje i tieraju te na
brzu reakeiju

ahe

Traze uplatu novca ili
kriptovaluta

Ve uplcel nova Krpovatute
cnchamakeie i kontaktine

davanjom kratkog viemena 22 rakCiN,

padaci smaniuju sposobnost tiog
allckog razmisljnia| (ko e eralu na
aresiu

putem e-posts

ona o vierojatno napraviens s cliem
trado o3obni podataka.

edownoadrtavarie mall sustova. !

[
. fi

v

Obralcaioiay, M sl oA s
s ks e et |

it v A o s |

s,
T spport
Software version: 02009

N A

Primjer stvarnog phishing napada

.—\—

Prepoznavanje phishing napada nije dovoljno!

A T A T
e e oy 15, 22353800
= gt g prteaon W) Wit A sinke moraju biti | | Poslovnu e-mail adresu
frpestaromt o e e " | | vompione redow | | oinke donleno
[T - =y koristiti samo
odgovorniza njega. e mijenjat A
L— =
‘mjesta za nove, rimjenjujemo modele nacavamo Koristenje
e " oo . oo neprouerenog
. l = = nelicenciranog sadrzaja
s e A fateerts chrana. dokumentacij. e
el vam o) suracnl
©2023 Sve prave pridrans,
Prjavijujemo incidente.
_/ ~ O —— ~ - \ ; N — \
NIS direktiva

Legislativni okvir

1 + NIS direktiva

2 + Zakon o kibernetitkoj sigurnosti operatora klju¢nih usluga i pruzatelja
digitalnih usluga

3 * Uredba o kibernetickoj sigurnosti operatora kljuénih usluga i pruzatelja
digitalnih usluga

* Rezultat Zire EU strategile o kibernetickoj sigurnosti

Unapredenje prufanja usluga od posebne drustvene i gospodarske vatnosti
na razini EU

Osiguravanje visoke razine zaitite kibernetitke sigurnosti u mreznim i
infi ijski ima tije bi je ifili ned moglo
imati snazan nefeljeni utjecaj na stabilnost i ekonemiju zemlje Elanice
Europske Unije

L

Zakon o kiberneti¢koj sigurnosti

Zakon kojim se :
* RH uskladuje sa zahtjevima NIS direktive
* Osigurava provedba Provedbene uredbe Komisije (EU) 2018/151 od 30. sijeénja 2018. godine

jedni¢ke razine kiberneticke

* Osigurati mijeraza je visoke
sigurnosti u davanju usluga koje su od posebne vaZnosti za odvijanje kljuénih
Stvenih | darskih aktivnosti, ukljuéujuci i digitalnog

triifta

European Regional Development Fund

Zakon o kibernetickoj sigurnosti — opseg primjene

Poslovne

Operatori kljuénih usluga

Zdravstveni Rt
sektor drzavna lijela

Digitalna
infrastruktura

Infrastrukture’
financijskog
trEidta

Opskibai

distribucija
vode

Internetsko N
0

Usluge
ratunalstva u
oblaku

Davatelji digitalnih usluga
Intemetska
tragilica
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Primjeri neprihvatljive prakse

Zakon o kibernetickoj sigurnosti — opseg primjene

Kijuina ustuga

Ukrea i iskrcaj tereta u
lukama u medunarodnom i

st promeki Vagnost odriavana dostatne | of

TOMORROW IT'S
A HEADLINE

DON'T GIVE s

CRIMINALS —/ﬁ

A FREE S
PASS

European Regional Development Fund 10
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A CRIMINAL'S' TREASURE E AT THE END OF THE DAY 2

1 Koji Zakon u Republici Hrvatskoj ima za cilj postizanje visoke razine
* kiberneti¢ke sigurnosti kljuéne usluge?

1J08...

=) zakon o kibernetitkoj sigurnosti operatora kjuénih usluga i pruzatelia
digitalnih usluga

b) Zakon o zadtiti esobnih podataka

<) Zakon o vodnim uslugama

— |
2 Koja wrsta napada &ni najveéi udio incidenata informacijske

3 Primarni cilj kibernetike sigurnosti u Lutkoj upravi Plote je zastita:
sigurnosti? .

2} Informacija
a) Malware

N | 5} Ukrcaja i iskrcaja tereta u lukama u medunarodnom i domaéem prometu
DoS

©) Evidendije imovine
<) Phis

4 . Informacijska i kiberneticke sigurnost odgovornost sus .
ZAKLJUCAK

a) Ravnateljstva

b) Odjela za digitalizaciju

European Regional Development Fund
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!(ako lzattorse '"_‘Pleme'_"f"“ i Kako motete doprinijeti L
informacijska / kiberneti¢ka sigurnost
R A - Upomatost s relevantnim upravijaékim okvirom
informacijske imovine i Kfjuénih procesa radi *Enjesapraphancg ek svskodnemomumdy
« Osiguranja kontinuiteta poslovania, i el i - :
it AR ke + Prepoznavanie | promptna prijava sumnjivih dogadaja
- Sukladnosti sa zzkenskim cbvezam (GDPR, —
NIS/ZKS) P
LUCKA UPRAVA PLOGE

* Otuvanja reputacije institucije

* Ocekivanja trecih strana — korisnika usluga IPORT OF PLOGE AUTHORITY

European Regional Development Fund
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Presentation number 2:Safety and Security
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Pilot activites in port of Ploge
within the project SUSPORT

LOCAL EVENT “SUSPORT PROJECT

Educational lecture on information/cyber security with the aim of protecting
information assets of the Ploce Port Authority

Local event] Ploce | June 28th 2023
Fort of PloZe Authority

ropmnagons Omevomanc R

AGENDA

INTRODUCTION
* PROJECT PARTNER BUDGET
= PILOT ACTIVITIES
* CONTACT US

interrey . t
/| Italy - Croatia

suskoRT

INTRODUCTION

The main objective of SUSPORT is to enhance the environmental sustainability and energy
efficiency of the ports in the Programme Area through increased institutional cooperation
to create the basis for coordinated and permanent governance in the context of port
environmental sustainability and energy efficiency at cross-border level, jointly developing
action plans and a long-term strategy, increasing coordination and cooperation between
ports to strengthen sustainability and competitiveness.

Through SUSPORT, ports of the Programme Area, will be able to share best practices and
develop common and energy efficiency,
to be tested in concrete pilot actions signil i ing the

performance of maritime transport in the whole Programme Area.

R —— "

laterreg ‘ t
Ital

e

USPORT =

-

INTRODUCTION

port of Ploce Autharity

» Primary focus on creating and securing conditions for efficient management of
maritime and public property.

Creating preconditions for the transformation of the port from a transshipment port to
n whxch in addition to the application of modem
services will be provided on goods

a regional logistics center
various distri ani
that run through the port.

R ——
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PROJECT PARTNER BUDGET

Max. ERDF amount of funding Approved Approved total
awarded Partners’ cofinancing project budget
3700000 €65.00000 €as0000.00
(Pilot activites)
€280.000,00
£76.000,00
" e
lnterreg
Italy - Croatia
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PILOT ACTIVITES

Replacement of the existing port lightning system with energy-efficient technology
(A4.2)—83.000,00 €

purchase and implementation of environment protection barriers (A4.2) -
42.500,00 €

Replacement of the existing air condition system in Port of Plote Authority data
center with energy-efficient technology (A4.2) —49.000,00 €

installation of sensors and stations for monitoring noise, air and water quality to
measure concentrations in port areas and to display measurements with related
development of IT platform to support data exchange within subsystems (A4.2) -
32.000,00€

I —

l.nterreg X t
- Croatia
|
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PILOT ACTIVITES

* Micro Data Center solution for Data Recovery site with efficient cooling system and
intelligent electrical power distribution. Will be located in port of Ploce area where
physical protection is alse needed against fire, water, dust, smoke and external
access, — cca 27.000,00 €

Digital Green Incident Management - Slow and incorrect actions when dealing with
an incident or disruption (e.g. accident on a port terminal) leads to the emergence
from a small incident to a crisis and thus to unnecessary consumption of resources
or consequences for people and the enviranment. This is exactly where every
second / minute that is saved through a quick and structured incident
‘management approach is crucial, Especially if dangerous hazards are involved in an
incident analysis showed that each minute where the situation is cleared faster
there is a significant protection of the surrounding environment. Furthermore,
unnecessary CO2 consumption is significantly reduced due to a faster, mare
structured and optimized approach. - 23.000,00 €

e -
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PILOT ACTIVITES — Technical documents PILOT ACTIVITES — Technical documents

« Professional supervision services for the execution of electrical works for Potential calculation, development of preliminary and main design of
the facility: energy renovation of outdoor lighting on sections of port solar power plant 70-100kW
road 1 and 2, Shunting track 1and 2

Project of adaptation and air conditioning to a photovoltaic power plant
Professional assistance service for external consultants in drafting
documents TNA, Action plan

The technical project documentation as prerequisite for the Replacement
of the existing air condition system in Port of Ploge Authority data centre
with energy efficient technology (A4.2)

« Preparation of analysis and feasibility study of the use of renewable
energy sources in the area of the entrance terminal of the Port of Ploce
with the aim of energy efficiency

- Preparation of a feasibility study for the project of application of the
power supply system (Cold ironing) for ships from the mainland in the
Port of Plofe with the aim of energy efficiency

— | e
W Interreg \L i Interreg ' E
'} italy - Croatia ‘> Italy - Croatia
su R s ik =

PILOT ACTIVITES - Description

PILOT ACTIVITES - Description

i} interrey -
Ital roatiz
W Ssborr

PILOT ACTIVITES - Description PILOT ACTIVITES - Description

u Interreg K E W interreg : t
J ~Croatia |> Italy - Croatia
SR oy e o

SUSP

PILOT ACTIVITES - Description PILOT ACTIVITES - Description

lnterreg It interre: \L \E’ﬁ
:} italy - Croatia i Ilaly-::matg ity
SUSPORT = o o =
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PILOT ACTIVITES - Description PILOT ACTIVITES - Description
- Replacement of the existing air condition system in Port of Ploge Authority - Replacement of the existing air condition system in Port of Ploge Authority
data center with energy-efficient technology (A4.2) data center with energy-efficient technology (A4.2)

- For the purpose of mare efficient cooling of IT equipment for indeor units, modular,
vertical cooling systems will be delivered. Cooling units will be placed at the full height of

the server cabinets/racks. These are the most energy-efficient solutions that allow hot air » Mristalltiart hes betenimadhe fn Thit Poct of Plade Authorty DatsSerder oo which

from the equipment to be brought to the cooling modules in the shortest possible way. 1t is located in the new building of the new entrance terminal. Installation will cover
enable distribution of cold air over the entire height of the server cabinets/rack. installation of coaling units, power distribution system and project

- They are placed between the racks and allow cooling of two or three racks depending an documentation. With the installation of the new IT caoling system Port of Plote
the total heat dissipation. According to the existing configuration of the data canter, 8 Authority will achieve significant energy savings.

server/communication cabinets/racks placed in two rows. For this kind of configuration, it
will be installed 2 LCP {Liguid cooling device) DX devices per row or 4 devices in total. This
achieves sufficient cooling capacity and achieves the necessary system redundancy.

+ Thevalue of the equipment amounts to 49.000,00 EUR

interreg Interreg
n Italy - Croatia 3 Ltsg-::maﬁa

PILOT ACTIVITES - Description PILOT ACTIVITES - Description

* Replacement of the existing air condition system in Port of Ploge Authority data center with energy-sfficient *  Replacement of the existing air condition system in Port of Ploge Authority data cantar with energy-efficient
technalogy (A4.2) technology (A4,

Interreg :} Inierreg -
Italy - Croatia ./ Italy - Croatia
e T SO ==

PILOT ACTIVITES - Description PILOT ACTIVITES - Description
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PILOT ACTIVITES - Description PILOT ACTIVITES - Description
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Conatct

Part of Plofe Autharity, Giawna cesta 2, 20340 Piols
ppa@ppa.hr
438520414535

© wwwitaly-croatia.eu/suspert I
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